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Part 1: Portal Overview

The portal is a customised Microsoft Security gateway appliance; like many modern websites involving
personal information the connection from your computer to the portal is secured and protected by SSL
(Secure Socket Layer), this SSL certificate is verified by an external certificate authority.

The portal allows a user to access web based applications inside the school network from outside the
school network. The portal will grow to include more internal hosted web based applications. The current
basic portal applications are:

e File Access (Networked ‘My Documents’ Folder and shared network areas)
e Outlook Web App
e Helpdesk website

The portal is only active for 60 minutes. After 60 minutes it will log you out. The portal will also
automatically force a logout if it detects a period of inactivity of 5 minutes within the allotted 60 minute
slot. It will show a dialogue box warning of the closure and give you an option to stay logged on.

Considering the portal can provide access to your ‘My documents’ area and the protection of sensitive
information is of the upmost importance your password must:

e Be a minimum of 8 characters.

e Include at least 1 capital letter.

e Include at least 1 number.

e Not include parts of your name.

e Not used on other websites you use.

You must NOT share your school user account with ANYONE else, under any circumstances. You must
change your password if you suspect anyone else of knowing, or being able to guess your password. You

may also be forced to change your password by the system occasionally.

Accessing any other account other than the one allocated to you is a serious offence, considered a breach
of the ‘Computer Misuse Act 1990’.
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Part 2: Portal Home Page

(&2) Westlands Portal
@ Run Application b @ g Activity 00:59:41 HJ_ Log Off
Home P Search application Sort by:  Name E
File Access Outlook Web App
@ Explore Your Files alﬂlmkWebApp Microsoft Exchange 2010
AN Home: Use this icon to return to the Log Off: Use this icon to Log Off
| gl main screen at any time. l_\::ﬁ Log Off from the portal.
Hide Sidebar: Hide/show the portal Timer: Shows the amount of time
% shortcut list sidebar. 00:59:41 left before portal auto logs out.

S iioch ek o Outlook Web App: Click this icon to 7 File Access: Click this icon to open

Giitlook WebApp  Microsoft Exchange 2010 I

— open ‘Outlook Web App’.

") File Access
Access Your Files

the ‘File Access’ application.

1 @ ) muepdesk | IT Helpdesk: Click this icon to open
- the ‘IT Helpdesk’ application.
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Part 3: File Access Application

L
&¥) Westlands Portal
ﬁ Run Appication b | @) T2 actvity 00:58:11 H’,‘_ Log Off
4= Back ‘ =» ‘ ‘ @ Search FE Folders 42 Upload ‘ 3 New Folder ‘ Refresh ‘ @ My Home Folder
Address |//h~s-srv-003/test—smdents
E Network = [ | | Name # | Size | Type | Modified
WéSTLANDscm "1 IJ 1 Audio File Folder 20/08/2009 06:58:34
@ TWS-VM-FILE-005 e (1 Bluetooth Exchange Folder File Folder 20/10/2009 07:45:45
L A My Home Folder 31 MyMusic File Folder 30/07/2009 08:57:48
test-student$ 1 MyPictures File Folder 04/09/2009 11:42:10
1 My Settings File Folder 11/11/2009 11:34:10
test.docx 13129 Office Open XML Document 22/07/2008 09:51:09
|| testworks.wps 5120 WPS File 22/07/2008 09:52:52
Select an item to view its properties. [E) uaginstructions. txt 2911 Text Document 05/11/2009 08:37:31
My Home Folder: This is your Upload: Select a file to upload into your
@ MyHome Folder | o\orked ‘My documents’ folder. 2 upload selected directory.
Refresh: Update the page New Folder: Create a new folder into
Refresh information. & NewFolder | your selected directory.
2 Network Network: Open the network and a Search: Search for files.
[71»- server folder paths, to see the Search
: E-Q, folders you can access.
" |
Folders: Hide or display the
‘Ca Folders ‘Network’ side bar.

e To go to the ‘My documents’ folder: Click on the either of the|¢'." My Home Folder| icons.

e To refresh the folder view: Click on the Refresh |icon.
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e To create a ‘new folder”: Click on the icon to create a folder in the directory shown in

the right hand side folder view.

- l__j_‘

'-{:]hu

Folder name: Itype _in_name

Create in:

[ftws-srv-003/test-student$

Create folder | Create Folder

]

e Typein afolder name and click ‘Create Folder’.

File Access Application: File Upload

e To upload afile: Click on the icon.

- bl =y
- i Local file: Browse...
o] L | _Bowse..|
: ekl Upload to: /ftws-srv-003/test-students
Upload File name: I
("] overwrite if the file exists

e Select ‘Browse’ and choose a file to upload from your local computer.

ey, ]

Local file: IC:\Users\aIp.“lWSVMNEI’ \Documents\uaginstructions. txt :

Upload to: //tws-srv-003/test-students

Upload

File name: [uaginstrucﬁons.b(t

[T overwrite if the file exists

Upload Now

e Select ‘Upload Now’ to upload the file to the portal directory you are currently in.
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File Access Application: File Download

e To download a file: Right click on the file and select ‘Download’.

‘_T\__ hd, = Name # Size | Type | Modified
I'1 | L 1  Audio File Folder 20/08/2009 06:58:34
’ (1 Bluetooth Exchange Folder File Folder 20/10/2008 07:45:45
l_:] My Music File Folder 30/07/2009 08:57:48
test-student$ (1 My Pictures File Folder 04/09/2009 11:42:10
(1 My settings File Folder 21/07/2009 09:41:18
|| noimpactman_h480p.mov 34274871 MQV File 22/07/2009 13:15:14
uaginstructions. txt ] test.docx 13129 Office Open XML Document  22/07/2009 09:51:09
Text Document L] testworks.wps 5120 WPS File 22/07/2009 09:52:52
H| 2911 Text Document 05/11/2009 08:37:31
Modified: 05/11/2009 08:37:31 Open
Created: 05/11/2009 08:37:31 R
Delete
Accessed: 05/11/2009 08:37:31 Copy
Size: 2911 bytes —————
Properties

e On the dialogue popup box, select ‘save’ and choose your location to save.

File Access Application: Good Practice Guide

e Its best to set aside a dedicated directory on your home computer for uploads and downloads to
the school system. This will help keep track of school data going between school and home. This
should be on a home computer account that no other person has access to.

¢ Files that are downloaded and then uploaded to the school system will still be located on the PC
you downloaded the files to. Delete the files located on your local computer if they are no longer
required.

e School data may contain sensitive information; do not keep unnecessary files or potentially
sensitive information on your home PC. Do not download potentially sensitive information on a PC
other than your own or the schools.

File Access Application: Responsible Use

Games, flash files, mp3s, executable programs, batch files etc are prohibited from being uploaded to the
portal system. Anyone found trying to upload malicious or banned files will have their portal access
removed immediately and further action may be taken.

Accessing any other account other than the one allocated to you is a serious offence, considered a breach
of the ‘Computer Misuse Act 1990’.
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Part 4: Outlook Web App

Webmail name has changed to ‘Outlook Web App’ with Exchange 2010 and provides too many new
features and changes to list in a document about portal usage! Please see the ‘Outlook Web App’ guide for

further information.

Part 5: Exchange ActiveSync

With Exchange 2010 and the portal, email can be provided to ActiveSync compatible mobile devices.
Please see the ‘Exchange 2010 ActiveSync’ Guide for more information.

Part 6: IT Helpdesk Application
The IT Helpdesk website is a new developing initiative to:
e Direct support request through one common platform where possible.
e Develop a ‘knowledge base’ on common problems.
e Track common problems and their frequency.
e Improve prioritisation of tasks and scope of problems.

Submitting a helpdesk ticket will generally get any issue dealt with faster than email, phone, note or word
of mouth. This also allows greater management and tracking of resources, issues and prioritisation.

Due to the size and scope of the IT Helpdesk Application this guide cannot detail its usage. For full
documentation on using the ‘IT Helpdesk’ application please see the ‘IT Helpdesk Usage guide’ which will
be provided on the school website in due course.

Part 7: Logout

Logout when you have finished. After 60 minutes the portal system will log you out. The portal will also
automatically force a logout if it detects a period of inactivity of 5 minutes within the allotted 60 minute
slot. It will show a dialogue box warning of the closure and give you an option to stay logged on.

Do not let anyone else use your login. If you suspect your password is known by ANYONE, please change it
immediately.

After you have logged out of the portal, close the Internet browser.
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http://westlands.org.uk/Access%20Links/files/Exchange2010OutlookWebApp_v0.2.pdf
http://westlands.org.uk/Access%20Links/files/Exchange2010ActiveSync_v0.2.pdf

